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(54) DOCUMENT COPY PREVENTING METHOD 



(57)Abstract: 

PURPOSE: To provide a method for preventing the illegal copying and 
distribution of a document. 

CONSTITUTION: A process for using a computer system for 
electronically issuing the plural copies of the document distributed for 
plural subscribers and a process for executing a program in a computer and 
executing an identification code function are contained. The processes are 
for encoding the plural copies with peculiar identification codes. The 
identification codes are based on the peculiar arrangement of the 
electronically generated materials of the copies and code books which 
associate the special subscribers with the identification codes are generated. 
A decoding method is contained in the ability of encoding. The peculiar 
arrangement of the material which is electronically generated is based on 
line shift encoding, word shift encoding and feature reinforcement encoding 
(or the combination of them) and it is brought by a bit map change or a 
document format file change. 
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image 

set coded Image w 1 j j i 

for each text- line in coded formatted file and original 
formatted file 

'if codeword bit for a text-line is 1 

^**if coded spaces in coded image are not 
different from corresponding 
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then codedlmage « 0, break 

if codedlmage - 1, then ixaage tnatches code 
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mask off Che* least significant codeword* bit and right- 
shift the codeword 

for each text line in the format file 
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if the code bit is l 
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find Che longest space between words 

find the shortest space between words 

shorten longest space and lengthen shorter space 

by a chosen amount (roust be <= longest space- 
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masJc off the least significant codeword* bit and right- 
shift the codeword 

for each text Line in the format file 
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if Che code bit is 1 

find the longest space between words 

find the shortest space between words 

shorten longest space and lengthen shorter space 
by a chosen amount (must be ce longest space- 
shortest space) 

store text-line number, altered space 
positions, and codebit 

if codeword = 0, break 

else mask next codeword bit and 

right -shift 



1^4 1 



DBCODINC3: 
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""^t? coded spaces in coded image are not 
different from corresponding 
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t3<?5^[pli:T^:^ K^^Lrv>5^^ V:7^$i^T^/^/£ 
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T ^ g 1:: ( i g ^> w ^ ^ ^t-^ 
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-<-^y^ym(r>^m^m^-t^^\ ^^-^oy^y-f 
uy ^ —j\^<D^.bm<r>^^^M'^irbt^(0 2 r)<D^m<o 
oh<r>x>tr>xxi^—y^y^'^\z'^^>l.x. 2^<d^M 
.^.^^'ti>^^<Dy^y '<-/^^i^')i^i'. ^T^^h 

y >r :y<D:f^ h AiC^t^i^^^^o y ^ —MZ:^ii ^^Mj^^ 

(om^im^'^oy^^^^'y^ >\z^f^n^m^. ^h:k 
t^J:W<^y^^'ryy^ :^\ts -<—y^f^><Dy^^yy 
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'So m^Sii>^-vmz^h-<-'y^<oy^>^yyv^^ 

^'t^fzt^<DlSk'^m^\^^-t^. T^y^hy^ i~ 
lis^XJ^i + nti^y h^^fixish-f. r^yVy^> 
j (is ±;5i^TlC'>y^ h$^^TV^-5i:{K^1-^)„ ^Rico^ 

b tiT v^/j: v^ K^^y ^-hTH. m^^o^-y^y^ 
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{0 0 4 1 1 01 3*;i. v-v^/yvx^— y^.Ox^^ h<7:> 

\^ni}^=^—h'{t^ti^o -<—y^y^>t'^'L^(7^^:^<^^ 
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This Is a method of altering a document by verticallj 
shifting the bcalion of text lines to uniquely encode the 
document. The encoding is most easily applied to the 
format file. The embedded code irord may be decoded 
from the formal file or bitmap. 
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A method for embedding digital watermark in page descriptions 

Tomio Amano and Yuki Hira\'aina 
IBM Japan, Ltd., Tokyo Research Laborator}' 



Abstract 

This paper proposes a method for embeddrng/detecting a watermark in document page descriptions sucJi 
as PDF (Portable Docimient Format). The method uses normalized intervals between two succeeding 
characters. A watermark 'can be encoded as slight changes in. these intervals, A page layout structure is 
constructed from the page description and used to order character objects; so that a watermark can be 
detected without original data. We have implemented a embedding/detecting prograni which can deal 
with small set of PDF operators, and investigated the feasibilit}' of oiu- method. 
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